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Abstract 

When Industry 4.0 was first introduced in 2010, it also brought the retail industry into the fourth revolution. Retail 
4.0, on the other hand, appears to be a novel concept for retailers worldwide. When Industry 4.0 technologies such as 
the Artificial Intelligent (AI), Internet of Things (IoT), Cloud Computing, Big Data Analytical (BDA), and Augmented 
Reality (AR) were implemented in the retail industry, the term Retail 4.0 arose from Industry 4.0. This paper examines 
Retail 4.0 technologies and their application in the retail industry. The retail industry's revolution is also discussed in 
this paper. The final section examines the extent of implementation of retail 4.0 technology in various nations. 
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1. Introduction 

Since the first industrial revolution, which took place in roughly 1760, a total of four industrial revolutions have 
occurred throughout human history. Each industrial revolution brings improvement in manufacturing and improves 
the human lifestyle in all aspects [1]. During the first industrial revolution, the invention of steam engines reduced the 
need for human labour and increased the efficiency of workflows. Consumers benefited from high-quality products at 
lower prices as electrification and mass production assembly lines were introduced in the Industry 2.0 revolution. 
Industry 3.0 then observed the rise of electronics, telecommunications, and computers, resulting in online shopping 
and globalization. However, Industry 4.0 altered humanity in profound ways and became more concerned about 
integrating physical objects with people through the internet. The industrial revolution ushered in dramatic changes 
to the retail industry [1].  
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     Concerning the industrial revolution, the retail industry also evolved significantly. Firstly, in relation to Retail 1.0, 
as steam engines produced mass manufacturing items, department stores also started to pop up. Accordingly, 
consumers enjoyed low-cost products during the Retail 2.0, and consequently, more shopping malls were opened. 
Meanwhile, in Retail 3.0, consumers enjoy online shopping globally through the internet, and thus, purchasing 
behaviour has changed as we can now purchase anything without leaving the house. This is evidence that Retail 4.0 
simplifies and improves our lives. 
    In general, Retail 4.0 technologies include Artificial Intelligent (AI), Internet of Things (IoT), Cloud Computing, 
Big Data Analytical (BDA), and Augmented Reality (AR) [4]. AI can replace employees in some routine jobs, while 
home and office applications can be managed via mobile apps thanks to IoT. Our recorded data using a self-service 
kiosk is then stored and analyzed in the cloud. Retail 4.0 is the integration of these technologies. When IoT works, 
data is then collected and analyzed to determine customer preferences. Then, through data analysis, AI would 
recognize the user and provide customized service. These technologies have also been applied to agri-food retailing 
and to enhancing the sustainability of the agri-food retailing supply chain. 

Essentially, Industry 4.0 has started in 2010, but "Retail 4.0" is a new term for retailers worldwide. Therefore, the 
adoption of Retail 4.0 technologies is still low in developing countries. This scenario is even worse in the least 
developed countries. However, the COVID-19 pandemic sped up the adoption of these technologies [2]. People 
managed to do online shopping during coronavirus lockdown, and this shows that Retail 4.0 provides a seamless 
shopping experience that attracts customers. This left no choice to the retailers but to implement these technologies 
as well [3]. Hence, regarding the above explanation, it can be concluded that retail 4.0 can accommodate the new 
norm of requiring less contact with other people, making its adoption a must for retailers. This article discusses the 
retail industry's revolution, retail technologies and their impacts. The extent to which Retail 4.0 is being adopted in 
various nations has also been explored. 

 
1.1. Revolution of the Retail Industry 
For the fourth time in recorded history, the way the world works is changing. The same goes for the case of Industry 

1.0, Industry 2.0, and Industry 3.0; their revolution has impacted all of humanity in terms of how they live, work, and 
play, not just how they do business [1]. Relatively, the retail industry also experienced a four times revolution as a 
result of the industrial revolution. The retail industry’s revolution can be divided into three areas; namely Retail 1.0, 
Retail 2.0, Retail 3.0, and Retail 4.0. The revolution of the retail industry will be discussed in the following section. 

  
1.1.1. Retail 1.0 

The first retail disruption, or Retail 1.0, also known as mechanization, began in the mid-eighteenth century and 
ended in the mid-nineteenth century as electrification and mass production was introduced and the second industrial 
revolution happened [6]. Throughout most human history, individuals have worked exclusively with their hands. Each 
object utilized by humans, such as weapons, clothing, musical instruments, tools, and cooking utensils, was 
handcrafted with raw materials obtained or cultivated on the Earth by people. In the late 1700s, factories started to 
pop out, mass manufacturing items with steam-powered equipment and luring a new generation of workers to cities 
[1]. Before the late 1800s, neighbourhood merchants dominated retail, providing comprehensive services to clients, 
such as credit, repairs, and one-on-one assistance to explain the details and advantages of products to customers. 
Individuals were required to carry cash, and merchants were required to physically deposit cash and checks to keep 
the wheels of commerce turning. Nonetheless, technological advancements during the industrial revolution resulted 
in a significant rise in the availability of affordable, high-quality goods [5]. Department stores such as Bloomingdales, 
Sears and Macy's have started to appear in Chicago and New York City as more prosperous Americans develop 
broader preferences.  

 
1.1.2. Retail 2.0  

During the second industrial revolution, termed "Industry 2.0" or "mass production," low-cost products were 
manufactured on a vast scale [7], enabling automotive manufacturing to proceed at a rapid pace. With the widespread  

availability of automobiles, more people began to flee cities and commute from the suburbs [6], resulted in the 
clusterization of suburban shopping plazas and malls in discrete areas as the suburbs grew [1]. At this stage, data 
marketing, which was in its infancy a decade ago, evolved as retailers analysed transactions and conducted focus 
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groups to ascertain customers' thoughts and motivations [8]. Credit cards become handy for users and beneficial for 
businesses, as people prefer to spend more when they use their credit cards [9]. Additionally, there was a proliferation 
of loyalty cards that offered rewards for shopping and provided retailers with knowledge of their consumers' 
behaviour. The era of electrification, or Retail 2.0, which began in the early twentieth century, ended with the advent 
of automation in the late twentieth century. 

 
1.1.3. Retail 3.0 

The advent of widespread online buying is one of the most significant crises points in retail industry history. Retail 
3.0 began with the creation of the Internet, which permitted the global production, marketing, and consumption of 
products and services and the global utilize of digital technologies [1].   

In the 1990s, shoppers had practically limitless access to an incredible array of products, and their purchasing was 
less constrained by the physical store's location or hours of operation, as the Internet has altered how retailers and 
customers view the integration of product, place, price, and time [10]. The rise of digital competitors—platform 
players such as eBay, Taobao, Amazon, and Alibaba are upending traditional enterprises in virtually every industry 
[11]. With online technological and banking innovations, consumers have access to a wide range of goods from 
international retailers, often at lower prices than their local store [12]. 

Moreover, interstate highways allow no-frills self-service convenience stores, big-box businesses, or enormous 
stores that are served in far broader geographic areas [1]. These retailers, including Aeon, Tesco, Auchan, and Wal-
Mart, provided a massive assortment of highly discounted items manufactured low-cost and efficiently throughout the 
world during the computerised, globalised Industry 3.0. Retail 4.0 began in the early twenty-first century, succeeding 
Retail 3.0, which started in the late twentieth century as automation gave way to digitalization.  

 
1.1.4. Retail 4.0 

Retail 4.0 is the fourth retail industry transformation, leveraging Industry 4.0 technologies, namely Artificial 
Intelligence (AI), Internet of Things (IoT), Cloud Computing, Big Data Analytics (BDA) and Augmented Reality 
(AR), to meet the customers’ needs [4]. Therefore, it is said to be the integration of technology, innovation, and people, 
with massive advancements in production and data analytics technologies, with most of these advancements 
concentrated on AI techniques and digital manufacturing systems, converting systems to be intelligent and smart [13]. 

Over the last two years, the e-commerce market has seen a 45.8% surge in online sales worldwide. Compared to 
only 13.6% of sales made online in 2019, the figure is predicted to rise to 19.5% in 2021[14]. Mobile e-commerce 
sales as a proportion of total e-commerce sales climbed from 52.4 % in 2016 to 72.9% in 2021 [15]. According to new 
statistics from IBM's United States Retail Index, the COVID -19 pandemic has hastened the shift away from physical 
businesses and toward online buying by around five years [16]. Both Walmart and Target have benefited from 
omnichannel fulfilment by offering grocery pickup and delivery options, increasing sales for both companies. [17]. 
Additionally, due to the COVID-19 pandemic, the IoT industry continues to rise. In 2020, there were more IoT 
connections (e.g., linked cars, smart home gadgets, and connected industrial equipment) than non-IoT connections 
(laptops and computers) [18].  

Furthermore, retailers were also forced to implement self-service kiosks as a cost-effective approach to limit face-
to-face interaction and protect customers from coronavirus [19]. Self-service kiosks enable users to administer various 
services independently of any representatives and increase consumer satisfaction by giving them more power over 
their purchase decisions [20]. Through the kiosks, customers can check out their purchases using self-checkout kiosks 
at any point within the store with their credit card, debit card, mobile phone, Apple watch, or gift cards thanks to a 
complex blend of technology solutions such as QR codes, RFID, and smartphone transactions [21]. These 
advancements assist the consumers in conducting their purchases regardless of crisis without noticing the difference 
between the online store and the retailer's physical locations, as various technologies have integrated the online and 
offline shopping experiences [22]. These dynamic changes in purchasing behaviour have also made the retailers aware 
that Retail 4.0 technologies can help in improving the business's performance and customer experience, allowing them 
to remain competitive [23]. Customers can move seamlessly between channels and receive integrated, uniform, and 
consistent service despite the channel (traditional store, online, or mobile) [24]. What is more, Retail 4.0 places a 
higher premium on digital marketing and social media while also managing customer data to provide a more 
personalized experience [22].  
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On the other hand, a business that offers a personalized experience will attract more customers and earn their loyalty 
[22]. Integrating such systems with IoT, AI, wireless sensor networking technologies, big data analytics, and cloud 
computing is the core of Retail 4.0 [25]. Businesses can obtain a competitive edge by leveraging the new digital 
technologies such as cloud computing, mobile, social, analytics, and the IoT [26]. The paradigm shift from Retail 3.0 
to Retail 4.0 is evidence of the paradigm change from broad industrial digitalization to technologically advanced 
digitalization systems that integrate with smart objects and IoT, where products can determine production processes 
on their own [27]. Figure 1 shows the revolution of the retail industry. 

 

Fig. 1: The Revolution of the Retail Industry. 
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Retail 4.0 alters the supply chains into customer-centric organisations by enabling the rapid flow of items and 
information between channels while providing highly customised services to customers. Marketing intelligence is 
obtained in Retail 4.0 by collecting and analysing the user data in order to derive meaningful and valuable information 
about user behaviour and purchasing patterns for marketing purposes [28]. 

In other cases, Retail 4.0, also known as Omnichannel, combines many technological platforms to provide 
consumers with a seamless purchasing experience [1]. The integration of Retail 4.0 technologies allows us all to live 
a more convenient and accessible lifestyle. For instance, when an individual saw an advertisement on television that 
piqued his interest, he used his mobile phone to scan the QR code and peruse the product consultation, adding it to his 
shopping basket. Even though he has yet to complete the transaction, he could continue the purchasing process on the 
following day. Just place the order on the product's website and pick it up after work at the actual store. In this 
procedure, IoT enables him to access information by scanning a QR code and cloud computing to store his data, he 
can navigate seamlessly between mobile applications and websites. This appears to be so common now that it would 
have been unthinkable ten years ago or perhaps earlier. 

Besides that, Retail 4.0 implements technologies such as AI and IoT in physical stores, providing customers with 
a better shopping experience. Retailers can now leave stores unmanned with the help of AI, saving a significant amount 
of money in labour costs [29]. Further, big data analytics (BDA) and cloud computing also save and analyse user data, 
allowing retailers to forecast user preferences and provide customized services [30]. These technologies also make 
the distribution value chain more flexible, efficient, and competitive [31]. 
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to be connected to the internet via specified information sensing equipment and protocols to perform information and 
communication exchange [26]. Besides, IoT also enables tracking, monitoring, and providing customers with real-
time location data and order alerts [33]. This makes monitoring and governing supplier efficiency easier with the 
availability of online tracking via IoT.  

Today, almost all the new devices on the market include connectivity, indicating that the IoT is no longer a pipe 
dream but a reality [32]. Organizations will receive a continuous flow of data for decision-making purposes. Sensor 
technology advancements are critical, as these technologies are employed for data processing, sharing, and collection 
[25]. Virtual assistants such as Alexa, Siri and Google Assistant will tell users the nearby retailers provide the product 
they need if the retailer enters their store’ location into the database [34]. Smart beacons, also known as Bluetooth 
radio transmitters, can detect when people walk by a store and then send them notifications on their phones about 
special deals, such as discounts or discount vouchers, in order to entice them to shop there [1]. 

According to [35], the IoT will be the future of data acquisition systems. It may also cultivate the soaring into its 
customer relationship management systems and reap the early entrants' first advantage [33]. Besides, IoT also enables 
forecasting, replenishment and allocation, sourcing, order management and order fulfilment operations, and logistics, 
which will be the future trends of the retail supply chain. This enables the achievement of customer satisfaction, which 
increases customer retention and loyalty [35]. A study by Jason [36] also revealed that when IoT is integrated into an 
Enterprise Resource Planning (ERP) system, it enables us to provide services to end customers, for example, order 
automation and product delivery to partner organisations as well as data storage, retrieval, and analysis—all of which 
fall under the area of traditional business intelligence. 

Recently, order automation is overtaking the world's quick-service restaurant industry, with major chains such as 
McDonald's, Starbucks, and Panera introducing digital kiosks and smartphone ordering apps [37]. McDonald’s has 
rolled out self-service kiosks worldwide since 2015 [38]. The kiosks enable customers to effortlessly customise their 
orders [39], which could avoid the counter and queue altogether, allowing them to place orders without a fuss [40]. 
By ordering at a kiosk rather than sending information to a person behind a till customers retain greater control over 
the contents of their order. There are no more embarrassing requests to remove tomatoes and pickles; customers may 
now customise their burgers straight at any McDonald's location. To avoid the line, customers can pay with credit, 
debit, or mobile payment systems at the kiosk. Additionally, customers can wait in line to pay with cash or a coupon 
[37]. 

According to [41], the Dodgers Stadium concession stands demonstrated a shift away from traditional point-of-
sale systems toward new self-service kiosks, increasing in average order size of 20%. Apart from simplifying and 
expediting the ordering process, self-ordering enables restaurants to manage their cash flow and ingredient inventory 
better. By adding kiosks at its restaurants, staff can engage with customers and enhance their dining experience by 
working in customer service, such as concierges and table service [42]. 

In other matters, RFID is a technology that utilises radio waves to transmit data from an electronic chip, also known 
as an RFID tag or label, affixed to an object to a reader to track and identify the thing. RFID technologies have been 
widely implemented throughout Europe and the United States' supply chains, demonstrating their ability to ensure 
data accuracy, resulting in a reduction in bullwhip effect, a reduction in out of stock, out of shelf phenomena, and 
faster inventory turnover and replenishment routines [43]. 

 
2.2. Big Data Analytics (BDA) 
BDA is the method of evaluating the mountains of data that a business already possesses (Lim et al., 2020). It 

enables data-driven decision-making, forecasting revenues, maintaining stable inventory levels, enhancing consumer 
relationships, and eventually increasing revenue and profit [44]. BDA goes beyond just looking at statistics to 
determine what happened; it also aims to explain why things happen and make recommendations for the next steps 
[45]. 

Additionally, BDA helps companies illustrate consumer behaviour, comprehend their preferences, construct 
suitable marketing strategies, identify sales transactions, and promote a long-term loyalty relationship [46]. This leads 
to complicated decision-making in situations where several parameters influence the company's decision-making 
process [47]. However, despite encouraging the companies to collect comprehensive data, businesses can control and 
attract customers by observing data growth and analysing it [48]. They also manage to prepare the forecast of 



1620 Loh Li Har  et al. / Procedia Computer Science 200 (2022) 1615–1625
6 Author name / Procedia Computer Science 00 (2019) 000–000 

consumer loyalty using BDA to recognize loyal customers and increase profits, as a loyal customer generates an 
additional 25-100 % in revenue [49]  

HappyFresh, a start-up online grocery platform, is attempting to offer supermarket delivery services such as 
Instacart, where users can buy products from big grocery stores around the city with a single click [50]. Thus, it has 
allocated a team to focus on personalization services using off-the-shelf Amazon Web Services (AWS), which extract 
the data and process it for analysis of customer shopping patterns to ensure customers see the products they are most 
likely to purchase and relevant promotions when they log on to the app [51]. Different teams analyse Happyfresh 
funnel performance quantitative data in detail, increasing the likelihood of identifying trends and understanding 
consumer behaviour [52]. This increased HappyFresh’s new clients by 800 % in March 2020, posing another set of 
issues [53]. AWS then enables the company to scale to meet activity surges.  

Finally, BDA was also used in stock management to ensure that the shelves were always filled and react to customer 
demands by connecting the central warehouse and the stores and allowing their access through cloud computing [31]. 

 
2.3. Artificial Intelligence (AI) 
AI refer to a machine's ability to recognise, remember knowledge, learn, and discover new vision through data 

mining [54]. Intelligent automation driven by AI tools requires minimal manual intervention during routine operations. 
This organizational change enhances and supports human capacities, decreases human error, and increases efficiency 
while supporting digital operations and innovations [55]. With the intelligent use of valuable data produced at various 
points, AI-driven automation in retail will uncover numerous opportunities to improve operational efficiencies, the 
quality, and service levels of the customer experience [55] 

As the technological transition continues, innovative technology solutions have expanded, the latest generation of 
virtual machines, dubbed intelligent vending machines (VMs), provide features such as voice and face recognition 
[56]. The aim is to increase machine intelligence through deep learning and machine learning techniques in order to 
attract more users [57]. The VM systems are equipped with an AI capable of determining consumer desires and actions 
to provide a visual interface with targeted promotions [58]. The VM and the decision support system (cloud 
infrastructure) work in tandem to process data to respond to the target customers in front of the machines with flexible 
pricing and intelligent product recommendations [58]. 

In China, JD.com Corporation offers unique AI vending machines that provide unattended access to fresh produce 
24 hours a day. Customers can select products displayed on the transparent door of the machine and then scan a QR 
code with their mobile phones [59]. In COVID -19 pandemic, this form of contactless buying approach that does not 
involve physical touch is appreciated since consumer behaviour patterns have changed subtly, and they do not intend 
to visit a store [60]. Compared to large-scale supermarkets, the approach enables vendors to acquire fruit from 
wholesale marketplaces and save on rent and labour costs [61]. Through collaboration with the local government's 
poverty alleviation initiative, farm food from underprivileged parts of Ningxia and southwest China's Guizhou 
Province will soon be available [62]. In addition to providing customers with fresher and cheaper food, the company 
also helps farmers get better pay while improving the entire agri-food supply chain [61]. 

Alibaba's Cainiao network, for instance, facilitates retailers' supply chains with an AI-enabled smart inventory 
system that connects the online and offline retail worlds, with merchants' physical storefronts acting as a distribution 
hub [63]. 

 
2.4. Augmented Reality (AR) 
For a long time, virtual reality (VR) and augmented reality (AR) held enormous promise; those promises are just 

now beginning to be realised. The emerging models of reality and devices based on technology improve sensory 
experiences [64]. According to a Deloitte survey, most businesses currently utilise augmented reality technology to 
enhance the consumer experience [65]. A vehicle, or game such as Pokémon GO, combines a quest with virtual 
creatures (Pokémon) and the users' real-world locales. This is made possible by the GPS functionality of a mobile 
device. 

Nike Inc., a corporation that manufactures athletic footwear, clothing, and equipment, has created a system that 
allows consumers to design their shoes and purchase them in-store. Customers will design their Nike Presto X shoes 
using the latest automated system, called the Nike Maker Experience [66]. They simply put on blank Nike Presto X 
shoes and use voice activation to pick graphics and colours. The system displays the designed shoes to the customer 
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consumer loyalty using BDA to recognize loyal customers and increase profits, as a loyal customer generates an 
additional 25-100 % in revenue [49]  

HappyFresh, a start-up online grocery platform, is attempting to offer supermarket delivery services such as 
Instacart, where users can buy products from big grocery stores around the city with a single click [50]. Thus, it has 
allocated a team to focus on personalization services using off-the-shelf Amazon Web Services (AWS), which extract 
the data and process it for analysis of customer shopping patterns to ensure customers see the products they are most 
likely to purchase and relevant promotions when they log on to the app [51]. Different teams analyse Happyfresh 
funnel performance quantitative data in detail, increasing the likelihood of identifying trends and understanding 
consumer behaviour [52]. This increased HappyFresh’s new clients by 800 % in March 2020, posing another set of 
issues [53]. AWS then enables the company to scale to meet activity surges.  

Finally, BDA was also used in stock management to ensure that the shelves were always filled and react to customer 
demands by connecting the central warehouse and the stores and allowing their access through cloud computing [31]. 

 
2.3. Artificial Intelligence (AI) 
AI refer to a machine's ability to recognise, remember knowledge, learn, and discover new vision through data 

mining [54]. Intelligent automation driven by AI tools requires minimal manual intervention during routine operations. 
This organizational change enhances and supports human capacities, decreases human error, and increases efficiency 
while supporting digital operations and innovations [55]. With the intelligent use of valuable data produced at various 
points, AI-driven automation in retail will uncover numerous opportunities to improve operational efficiencies, the 
quality, and service levels of the customer experience [55] 

As the technological transition continues, innovative technology solutions have expanded, the latest generation of 
virtual machines, dubbed intelligent vending machines (VMs), provide features such as voice and face recognition 
[56]. The aim is to increase machine intelligence through deep learning and machine learning techniques in order to 
attract more users [57]. The VM systems are equipped with an AI capable of determining consumer desires and actions 
to provide a visual interface with targeted promotions [58]. The VM and the decision support system (cloud 
infrastructure) work in tandem to process data to respond to the target customers in front of the machines with flexible 
pricing and intelligent product recommendations [58]. 

In China, JD.com Corporation offers unique AI vending machines that provide unattended access to fresh produce 
24 hours a day. Customers can select products displayed on the transparent door of the machine and then scan a QR 
code with their mobile phones [59]. In COVID -19 pandemic, this form of contactless buying approach that does not 
involve physical touch is appreciated since consumer behaviour patterns have changed subtly, and they do not intend 
to visit a store [60]. Compared to large-scale supermarkets, the approach enables vendors to acquire fruit from 
wholesale marketplaces and save on rent and labour costs [61]. Through collaboration with the local government's 
poverty alleviation initiative, farm food from underprivileged parts of Ningxia and southwest China's Guizhou 
Province will soon be available [62]. In addition to providing customers with fresher and cheaper food, the company 
also helps farmers get better pay while improving the entire agri-food supply chain [61]. 

Alibaba's Cainiao network, for instance, facilitates retailers' supply chains with an AI-enabled smart inventory 
system that connects the online and offline retail worlds, with merchants' physical storefronts acting as a distribution 
hub [63]. 

 
2.4. Augmented Reality (AR) 
For a long time, virtual reality (VR) and augmented reality (AR) held enormous promise; those promises are just 

now beginning to be realised. The emerging models of reality and devices based on technology improve sensory 
experiences [64]. According to a Deloitte survey, most businesses currently utilise augmented reality technology to 
enhance the consumer experience [65]. A vehicle, or game such as Pokémon GO, combines a quest with virtual 
creatures (Pokémon) and the users' real-world locales. This is made possible by the GPS functionality of a mobile 
device. 

Nike Inc., a corporation that manufactures athletic footwear, clothing, and equipment, has created a system that 
allows consumers to design their shoes and purchase them in-store. Customers will design their Nike Presto X shoes 
using the latest automated system, called the Nike Maker Experience [66]. They simply put on blank Nike Presto X 
shoes and use voice activation to pick graphics and colours. The system displays the designed shoes to the customer 
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through augmented reality, object tracking, and projection systems. Suppose the customer has made their selections, 
the machine prints the pattern on the sneakers, which the customer will pick up in less than two hours [59]. Usually, 
customizations on a regular basis will take up to two weeks. 

To address customer concerns and enhance the online shopping experience for lipstick and lip gloss, L'Oréal has 
launched an AR-powered tool partnered with Shopee. L'Oreal integrated the Shopee BeautyCam into the app, 
transforming Malaysia's beauty and skincare market with innovation and technology to improve users' online shopping 
experience [67]. As a result, users can find the perfect lipstick shade for their unique beauty needs [67]. 
 

2.5. Cloud Computing 
Cloud computing is clarified as the on-demand delivery of computational power, data storage resources, software, 

and other information technology resources over the internet via a platform. Cloud computing is the pooling of 
computer resources so that they can be used concurrently by several processes. Additionally, cloud computing enables 
the enterprise's resources to be shared. Moreover, the system can be accessed from any location, regardless of the 
administrator's location [22]. The availability of real-time data via distant solutions connected through cloud 
computing and virtual infrastructure enables users to make sensible decisions based on solid facts [68]. 

Transaction data is analysed through client movements online or in-store, and retailers gain a deeper understanding 
of consumer behaviour and preferences [28]. The massive amount of data generated by Retail 4.0 must be kept, 
analysed, and shared throughout supply chains, which necessitates retailers investing in storage, and cloud computing 
is regarded as the best option due to its affordability and convenience [69]. A predictive manufacturing system uses 
big data analytics and cloud computing to enable self-aware machines and systems, and CPSs will be used in the 
future industry to increase efficiency and production [25]. 

Integrating cloud computing, networks, databases, and marketing management systems has established an 
interconnected cloud services platform in marketing management that combines e-commerce and traditional business 
models [70]. Cloud computing enables businesses to outsource portions of their information technology value chain, 
resulting in cost savings, flexibility, scalability, increased capacity utilisation, increased efficiency, and mobility [26]  

According to [71], Indonesian farmers lack the logistics infrastructure necessary to sell directly to consumers, 
resulting in multiple intermediaries, an inefficient supply chain, and high waste; the supply chain from farm to table 
can involve as many as ten intermediaries. To address this demand, Rama Notowidigdo and his partners founded 
Sayurbox, a platform that connects Indonesia's traditional farmers (who account for a third of the population) to urban 
consumers via an innovative e-commerce solution based on digital supply chains to improve this process by managing 
its supply chain end to end [72]. In 2019, Sayurbox adopted cloud service provider AWS to help with monitoring and 
analytics activities performed in Sayurbox’s operations and warehouse management systems to assess demand levels 
and match them to supply sources. Sayurbox grows to handle a 300% increase in daily order volume, accelerates 
deployment to enable 24-hour product delivery, saves consumers 30% on produce costs, assists farmers in earning 
20% more for their crops, and decreases overhead through managed services [73]. 
 

3. Adoption level of Retail 4.0 in Difference Countries 

According to a country's readiness index, the economies that are most prepared to use, implement, and adopt 
industry 4.0 technologies somewhat are North America and Europe [74]. Meanwhile, the least prepared are those in 
Sub-Saharan Africa and developing countries as developing countries must push toward universal internet access and 
provide an opportunity for all residents to acquire the skills necessary to succeed in frontier technologies [74]. 
According to the 2018 Annual Capital Expenditures Survey, in the United States, non-store retail was the third largest 
industry in terms of capital expenditures on robots [75]. These organizations adopted digitalization widely, with the 
highest adoption occurring among older, larger firms; nevertheless, cloud-based services were not as widely adopted 
[75].  

The digital economy's economic geography is dominated by developed and developing countries: the United States 
and China, which hold more than 75% of the global public cloud market, 75% of all blockchain patents, and 50% of 
global IoT spending [76]. They also account for roughly 90% of the share value of the world's 70 major online 
platforms, with Microsoft leading the way, followed by Amazon, Apple, Facebook, Google, Alibaba, and Tencent, 
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which currently accounts for two-thirds of the total market value [76]. Since Jack Ma founded Alibaba in 1999, the 
firm has grown to become a market leader in China and globally, with 80% of China's internet market. In 2017, 
Alibaba launched New Retail, which combines AI-enabled smart inventory systems, cloud computing, data analytics, 
digital retail applications, and the Internet of Things to create an integrated buying experience suited to each customer 
[1]. The combination of digital consumer maturity and digitally supported supply chains has enabled China to become 
the world's largest digital buyer in 2021, accounting for 792.5 million (33.3% total); it will generate $2.779 trillion in 
e-commerce sales (56.8%), and it has become the first nation in history to conduct more than half of its retail 
transactions digitally (52.1% of retail will be e-commerce) [77]. 

According to research, Russia, 3/4 of retailers in developing countries agreed that big data is necessary for creating 
a competitive marketing plan [75]. However, only 20% of retailers employ big data in their business, and 60% are 
unsure how valuable these data are for their operations [78]. Malaysia received a score of 2.0 to 3.0 in terms of Industry 
4.0 technologies adoption, lagging below other ASEAN countries such as Singapore and Indonesia [4]. Only 15-20% 
of all businesses in Malaysia have adopted Retail 4.0 technologies, and one of the primary reasons for the slow 
adoption is a shortage of skilled workforce to meet Retail 4.0 needs [4]. 

Since Internet access is still confined to a small percentage of the Least Developed Countries (LCDs) population, 
LCDs have fallen behind in the global race for digital transformation [79]. LDCs risk falling further behind as the 
technical divide between them and more technologically advanced countries increases [79]. 

The UNCTAD-led eTrade for All initiative, which is currently sponsored by Estonia, the Netherlands, and 
Germany, is a global helpdesk that assists developing countries in bridging the knowledge gap in e-commerce 
information and resources. UNCTAD says it has more than 30 partners working together to raise awareness of 
opportunities and risks in developing countries and the least developed countries to overcome the constraints during 
the outbreak of the COVID-19 pandemic [75]. 

4. Conclusions 

Even though the term "Industry 4.0" has been around since 2010, the term "Retail 4.0" is relatively new to most 
retailers worldwide. The retail revolution has given us a more convenient way of life. As the COVID -19 pandemic 
unfolds, forcing physical stores to close, Retail 4.0 represents an opportunity to assist retailers in surviving this 
pandemic. Retail 4.0 can deal with the new norm in the COVID -19 pandemic, which requires less contact.  

The adoption of Retail 4.0, on the other hand, differs between the least developed countries, developing countries, 
and developed countries. The adoption level of Retail 4.0 is high in developed countries like the United States, the 
United Kingdom and Europe. However, in the least developed countries, with low internet access coverage, it seems 
challenging for them to adopt these technologies. Consumers and businesses are unable to take advantage of emerging 
e-commerce opportunities due to persistent bottlenecks and barriers, such as high-cost broadband services, over-
reliance on cash, a lack of skilled workers among the populace, and government inattention. 

Governments must prioritise national digital preparedness to enable more small companies to participate in the 
digital economy as producers, not simply consumers. Then, to maximise the value of digital commerce, digital 
entrepreneurship must become a primary focus. Future e-commerce trade norms should aim to facilitate the 
mobilisation of additional resources for financial and technical support for these countries in order to increase their 
capacity to participate in and profit from Retail 4.0. 

This study contributes to the body of knowledge regarding Retail 4.0 technology and the revolution in the retail 
industry. Although our findings are confined to conceptual and theoretical notions, they can serve as a starting point 
for integrating the novel digital technologies associated with Retail 4.0 into customer service management. Examining 
the influence of Retail 4.0 adoption on e-loyalty may be an area for future research, as capturing and retaining 
consumer loyalty is extremely difficult in today's quickly expanding digital world, and research is absent in this area. 
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